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RURAL ROOTS

Imagine being from a small town in 
Saskatchewan…



RURAL ROOTS



Source: Pixabay

“Watch out around the livestock!”

RURAL ROOTS



Source: Pixabay

“Be careful around the power lines!”

RURAL ROOTS



“…and careful on the ‘chatline’!”

Source: WinworldPC.com

RURAL ROOTS

http://WinworldPC.com


RURAL ROOTS

Source:Wikipedia

https://en.wikipedia.org/wiki/Modem#/media/File:WinmodemAndRegularModem.jpg


Think of the world of possibilities…

RURAL ROOTS

Source:Microsoft PowerPoint Stock Image



RURAL ROOTS

Source: Flickr - Christiaan Colen - Dial-up connection (2015)

https://www.flickr.com/photos/christiaancolen/18598794121


Unfettered access to technology has 
dramatically changed our daily lives…

CASE IN POINT



…But in the process of moving fast, we 
have lost sight of safety and security.

CASE IN POINT



Source: Pixabay

OVERVIEW

A quick look through the key 
components of cybersecurity, 
including the “CIA triad” — not 
‘spies’.

Cyber 
Fundamentals

A walkthrough some of the 
challenges individual are 
currently facing as they grapple 
with disruption.

Today’s 
Challenges

Equipping individuals to take 
hold of the future of physical 
and digital security in Canada 
and abroad.

Future 
Cybersecurity



If  you can make sense of money, you 
can make cents of cyber (sorry)!

TAKE NOTE

* If anyone knows of good trademark people, please let me know



Cyber Fundamentals

Getting Back to Basics

FUNDAMENTALS



Let’s be clear of 
what cyber isn’t…

Cyber isn’t just about “hacking” — there are good, and 
ethical, hackers out there.
Use terms like threat actor, bad actor, or 
cybercriminal to specifically reference tricksters.

FUNDAMENTALS

Image source: Pixabay

https://pixabay.com/photos/hacker-hacking-computer-security-3480124/


FUNDAMENTALS

What is Cybersecurity?

Art of protecting networks, devices, and data 
from unauthorized access or criminal use…

Source: Cybersecurity & Infrastructure Security Agency (CISA), 2022

Evolving approaches including people, 
process, and technology

Expanding applicability to Information and 
Operational Technology (IT & OT)

Accessing, changing, or destroying 
sensitive data

Including Internet-of-Things (IoT) and 
Artificial Intelligence (AI)



Why should we 
care about cyber?

FUNDAMENTALS

Many incidents often go unreported; however, the 
Canadian Centre for Cybersecurity notes 50% of those 
which were reported an event were critical 
infrastructure providers.

Statistics and Image Source: Canadian Centre for Cyber Security “Cyber Threat Bulletin: The Ransomware Threat in 2021”

235
Number of incidents reported to Canadian Centre for 

Cybersecurity from Jan 1. to Nov. 16, 2021

151%
Increase in global ransomware attacks when compared 

with the first half of 2020

$6.35 million
Estimated average cost of a data breach, including but 

not limited to ransomware

https://cyber.gc.ca/en/guidance/cyber-threat-bulletin-ransomware-threat-2021


FUNDAMENTALS

The CIA Triad: Building Blocks of Cybersecurity

Confidentiality


Authorized individual(s) get 
access to the information they are 
intended to

Disclosure Alteration Denial

Integrity


Information is accurate and 
trustworthy and hasn’t been 
modified

Availability


Reliable access to the right 
information by the right person (or 
application)



LOGISTICS
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Make the Most of Your Experience
We’ve planned to make this virtual session as interactive as possible. Today’s session will use the 
following platforms:

Participating in PollEverywhere

Throughout today’s session, we’ll also leverage free-
text responses.

Desktop

https://pollev.com/aleusgroup

Use your browser of choice to access the following address:

https://pollev.com/aleusgroup


Case Study

FUNDAMENTALS

A customer received an invoice in the mail requesting 
payment for an online order.
The company provided a website in addition to a QR 
code to access a payment portal.

Image Source: FedEx.ca Website

http://FedEx.ca




Case Study

FUNDAMENTALS

A municipality made the switch to online voter 
registration.
Citizens were asked to provide electronic copies of 
their identification to register to vote.

PDF Containing…
๏ Copy of Driver’s Licence
๏ Voter Information Package





Case Study

FUNDAMENTALS

“It turned out to be the 
hot line that set off


— Rachel Lambert Mellon

Source: White House Historical Association (Retrieved 13 December 2022)

A project in the Rose Garden called for the removal of 
soil; replacing it with new material.
Workers on the project soon discovered they cut into a 
mysterious cable buried in a corner of the [Rose] 
garden.”

https://www.whitehousehistory.org/president-kennedys-rose-garden




Getting to the  
Root of the Problem

CHALLENGES



The “Cheeto Lock” & Cybersecurity Today
RISK #3

Source: ring.com

CHALLENGES

USERNAME: ADMIN
PASSWORD: 12345

https://store.ring.com/neighbors


Source: LockPickingLwyr [@lockpickinglwyr]. (2022, April 28). A smart person knows what to say. A wise person knows whether or not to say it. [Tweet]. Twitter. https://twitter.com/lockpickinglwyr/status/1632627555030249472?s=61&t=N_cE5cxu-aq5lzo2OkZb3g 

https://twitter.com/lockpickinglwyr/status/1632627555030249472?s=61&t=N_cE5cxu-aq5lzo2OkZb3g


The state of cybersecurity shouldn’t 
come as a surprise…

CHALLENGES



CHALLENGES

Photo by Lisa Seskus

We started small with horsepower, 
then to steam…



Image Source: Pixabay

CHALLENGES

…then we discovered large-scale 
machinery to cover ground.



Image Source: Pixabay

CHALLENGES

…and also took to the skies to help 
maximize application and yields.



Source: Pixabay

CHALLENGES

…and have since shifted to the 
skies enabled by automation.



Source: Pixabay

CHALLENGES

…enabled by cloud-based services 
which we we can’t see or touch.



That’s quite a bit of change in such a 
small amount of time…

TODAY



What are we to do?

TODAY



TODAY

Image Source:  Reddit

An accurate depiction of incident 
response when things go wrong.

https://www.google.com/url?sa=i&url=https://www.reddit.com/r/funny/comments/5q59nd/in_case_of_cyberattack/&psig=AOvVaw2KCoeoImLEjWaLOe7Xc_sz&ust=1590010614711000&source=images&cd=vfe&ved=0CAMQjB1qFwoTCJC8majxwOkCFQAAAAAdAAAAABAD


TODAY

Must Haves for Data Security & Privacy
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Purpose Limitation


Clearly articulate the purpose of data 
collection from the start. Be transparent with 
users; don’t use jargon.

Data Minimization


Limit the amount of data collected for a 
specific purpose. Keep it to the bare 
minimum and assume data as liability.

“We’ll only collect this information and use it for 
this specific purpose…”

“We think we’ll have a use for this data sometime 
in the future…”

A winning game plan is to collect the least amount of data, based on its intended purpose(s), while 
also ensuring its encrypted while in use, in transit, and at rest.

Data Encryption 
(In Use, In Transit / Motion, and at Rest)

Source: Brennen Schmidt (2022)



The Future of Cybersecurity

TOMORROW



TOMORROW

A Look at Today’s Technology Ecosystem
The window is closing for decision makers to take bold and decisive actions to address threats 
ranging from climate change to technology disruption.

Information Technology
Including software and technical 
infrastructure to send and receive data.

Operational Technology
Industrial Control Systems to monitor and 
control equipment operations.

Artificial Intelligence
Simplifying information collection and 
delivery to help inform decisions.

Internet of Things (IoT)
Increasing security and interoperability for 
consumer and commercial products.

Robotic Process Automation
Finding operational efficiencies, while also 
delivering improved value.

Human-Computer Interaction
Introducing new interfaces to transform the 
way we connect with systems.
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Title for two lines 
goes here…

This is example text to show what a slide looks like 
when there is a lot more text.
There are more items of text here that can be copied 
and pasted.

INTRODUCTION
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TOMORROW

Transferring Data into “the Cloud”
Organizations of all sizes must consider the impacts associated with people, process, and 
technology when looking to migrate to the cloud.
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People

Putting a human-centred focus on 
change is paramount.
Some strategic approaches to consider 
include:
• Preparing for change
• Supporting the change
• Sustaining the change

Process

Assessment and planning is the key to 
success.
Some strategic approaches to consider 
include:
• Assessment and planning
• Testing and validation
• Process optimization

Technology

Organizations may be on the path to 
support a multi-cloud strategy.
Some strategic approaches to consider, 
include:
• Risk diversification
• Cost optimization opportunities
• Flexibility and agility



TOMORROW

Change Management & Sensitivity Labeling
As more organizations start leveraging sensitivity labeling, records managers can use a human-
centric approach to help meet users where they are at.

43
Image Source: Microsoft Learn - Sensitivity Labels Overview (Retrieved from https://learn.microsoft.com/en-us/training/modules/intro-to-microsoft-data-classification-data-protection/3-what-sensitivity-labels
Image Source: Microsoft Learn - How Office 365 Message Encryption Works (Retrieved from https://learn.microsoft.com/en-us/training/modules/intro-to-microsoft-data-classification-data-protection/8-what-office-365-message-encryption

Good: Current State Policy

“Employees are required to apply sensitivity labels to 
maintain compliance with our records policy”

Better: “What’s in it for Me?”

“With just one simple click, you can help keep our 
information safe while supporting collaboration”

https://learn.microsoft.com/en-us/training/modules/intro-to-microsoft-data-classification-data-protection/3-what-sensitivity-labels
https://learn.microsoft.com/en-us/training/modules/intro-to-microsoft-data-classification-data-protection/8-what-office-365-message-encryption


TOMORROW

Meeting users where they are at with their usage patters and capabilities can have a profound 
impact on promoting successful adoption.

44

Record Type Retention Period Disposition Method
Personnel files 7 years after termination Secure destruction

Financial records 7 years after end of fiscal year Secure destruction

Legal contracts 10 years after expiration or 
termination

Secure destruction

Customer data 3 years after last transaction or 
interaction

Secure destruction

Correspondence 2 years after creation Secure destruction

Marketing materials 1 year after expiration or withdrawal Secure destruction

Project files 2 years after completion Secure destruction

Intellectual property 
records

Permanent Archive or transfer to designated 
repository

Record Type Retention Period Disposition Method
IoT device data 1 month after collection Secure destruction

IoT device logs 30 days after creation Secure destruction

IoT device configuration files 6 months after deactivation or replacement Secure destruction

Server logs 6 months to 1 year after creation Secure destruction

Network traffic logs 90 days to 1 year after creation Secure destruction

Firewall logs 1 year after creation Secure destruction

Intrusion detection system logs 90 days to 1 year after creation Secure destruction

System backup logs 1 month to 1 year after creation Secure destruction

Good: Record Retention Policy

Personnel files, legal contracts, and correspondence for 
record retention and disposition.

Better: Future-Proofing Records

Including key cybersecurity-focused items including device 
logs, 

Source: ChatGPT by OpenAI. Prompt: You are a records manager. Produce a high-level data retention schedule in a table format. Develop a separate table and include items specific to Internet of Things, log files, 
and similar technology-specific items.

Process Mapping & Record Retention



TOMORROW

Records managers are in a unique position to support long-term technology transformation efforts 
based on their subject matter expertise.
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Technology Governance

Collecting and 
storing data “for the 
sake of doing 
business”

Clarity
Users need a clear picture of what kind of information may be, or 
has been, put at risk.

Consistency
Sectors must build upon agreements by developing and 
enforcing auditable reporting capabilities.

Visibility
Users should be able to access a like-for-like comparison of the 
privacy controls claimed to be in place.

SHIFTING OUR APPROACH FROM… TO AN EXPECTED FOCUS ON PROVIDING INDIVIDUALS…



Demo

TOMORROW



BrennenSchmidt.ca

Humans & Records Management

Sample document sent to a citizen following an appointment with a medical professional
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DEMO

Review the sample document provided below — considering its sensitivity, document classification, and retention period.

Sensitivity

Confidential or Protected

Document Classification

Financial

Retention Period

7 Years

Document Attributes
John Doe 
1234 Anywhere Street 
Starlight City, Municipality


August 15, 2023 

Dear Mr. Doe,


I am writing to inform you of the results of your recent medical determination for your 
health card number 999-999-9999. Based on the tests and evaluations that were 
conducted, it has been determined that you are due for a follow-up appointment.


In accordance with the services that were provided, we are enclosing a billing statement for 
your records. Please note that the total amount due is $125. Payment can be made via 
check or credit card using the account reference number provided below.


Account reference number: SK-1234-323-9009


We also wanted to confirm that we have on file your correct birth date, which is 
[01/01/1970], and your health insurance number, which is REF120450. Please let us know 
if any of this information is incorrect or if you have any questions about your billing 
statement.


Thank you for choosing our services. We appreciate your trust in us and look forward to 
serving you in the future.


Sincerely,


Billing Department




BrennenSchmidt.ca

Artificial Intelligence & Record Management

A look at the efficiencies AI can provide to individuals responsible for records management
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DEMO

By using the prompt of channeling a records administrator, ChatGPT was capable of producing accurate responses to the request.

Source: ChatGPT by OpenAI. Prompt: You are a records administrator. I will provide you with an excerpt from a document. I will ask you a series of questions for response.



BrennenSchmidt.ca

Artificial Intelligence & Record Management

An example of how AI technologies can help reduce the administrative burden on people and teams
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DEMO

Prompt: You are a records administrator. You must abide by privacy and data legislation in the Province of Saskatchewan. Replace any and all sensitive 
information in the document provided with “[REDACTED]”

Source: ChatGPT by OpenAI



BrennenSchmidt.ca

Artificial Intelligence & Records Management

The possibilities are infinite when looking at what kind of utility AI can offer us…

50

DEMO

Prompt: You are a records manager. You have been asked to provide a response to an information request which has been submitted. Please provide a 
response.



TOMORROW

What Should I be Asking about Data?
Data sharing and interoperability is not only going to be a key competitive advantage; it will also 
become a core requirement of governance and conformance.

• How can I help you meet your goal(s)?
• What mechanisms are in place to keep our user’s information safe?
• What kind of considerations are being made on people side of change?
• Which of our existing service(s) can be used to help support this effort?
• How much should we plan to budget to support operations post-implementation?

51



Here’s what ChatGPT has to say… 
You are a records administrator. Provide a bulleted list of the top five things I should be thinking about as I consider the 
future disruption of Artificial Intelligence on records management.





WHAT’S NEXT?

Today’s actions will 
determine the future


Inaction is not a viable option as we face immense 
pressures to transform service delivery amid various 
technology shifts.

Key Learnings
 Key Actions To Take…


Prepare 
inventory of  
existing tech


Document what kind of 
Information and Operation 
technology (IT / OT) is, or 
may be, in use within and 
across your organization.

Identify items of 
importance, and 
assign risk


Determine risk profile for 
each item inventoried by 
evaluating the likelihood 
and impact of an event.

Explore 
safeguards 
based on risk


Collaborate with business 
and technology 
stakeholders to invest in 
appropriate security layers.

It’s important to remain 
ahead of the curve


Continue seeking opportunities to forge 
relationships with the disruptors.



THANK YOU

Let’s Connect!

brennenschmidt.ca/subscribe

@brenzens @brenzens

Follow bourbon, wine, travels, and 
the odd post on cyber…

Don’t forget to sign up for my newsletter!

https://www.brennenschmidt.ca/subscribe


Bonus Materials

(Some things of potential value…)

EXTRA



BrennenSchmidt.ca

Transforming Technology Governance
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FRAMEWORK

INTEROPERABILITY & DATA SHARING
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CONTINOUS IMPROVEMENT

CONTINOUS IMPROVEMENT

SERVICE
Commercial ize the asset 
to monet ize using “as-a-
service”

Create sustainabi l i ty  using 
economies of  scale

CONCEPT
Develop a Proof-of-
Concept to help solve 
current chal lenge

Del iver an MVP, or 
“Minimum Viable Product”

ASSET
Produce an asset which 
has the capabi l i ty  to grow 
at  scale

Offset t ing costs incurred 
to val idate concept

Consider using a framework which is guided by a human-centred strategy and supported by and with continuous improvement.



The Information provided in this document is for informational purposes only. It is not meant to serve as professional advice. Any losses, injuries, or 
damages suffered by you as a result of you relying on any information contained in this document are not the responsibility of Brennen Schmidt or 
ALEUS Technology Group.

If you require specific advice, please contact us at connect@aleus.ca.

Disclaimer


